Policy: CANDIDATE PRIVACY NOTICE
Statement on Candidate Privacy
Supply Chain Wizard, LLC is a management consulting, digital innovation and solutions firm, and a global
leader specializing in serialization and traceability, supply chain strategy and operational transformation
programs with presence in North America, Latin America, Europe, Middle East and Asia. We are
committed to ensuring that when we collect and use information about candidates, we do so in
accordance with the EU General Data Protection Regulations (“GDPR”) as well as other global legislation
where our offices are located.

What is the purpose of this document?
We are providing you with this Privacy Notice because you are applying for work with us (whether as an
employee, intern or contractor). It tells you how and why your personal data will be used and for how
long we will usually retain it.
Please read the following carefully to understand our practices regarding your personal data and how
we will treat it. By submitting your personal information to us through any means, you are accepting the
practices described in the Privacy Notice. If you do not understand or do not agree with any of the terms
of this Privacy Notice, please contact us before submitting your personal data.

Why do we process personal data?
We need to process data to take steps at your request prior to entering into a contract with you. We
may also need to process your data to enter into a contract with you.
In some cases, we need to process data to ensure that we are complying with our legal obligations. For
example, it is mandatory to check a successful applicant’s eligibility to work in the US before
employment starts.
SCW has a legitimate interest in processing personal data during the recruitment process and for
keeping records of the process. Processing data from job applicants allows us to manage the
recruitment process, assess and confirm a candidate’s suitability for employment and decide to whom
to offer a job. We may also need to process data from job applicants to respond to and defend against
legal claims.

What information do we collect?
We will collect a range of information about you. This includes:
➢ your name, address and contact details, including email address and telephone number;
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➢ details of your qualifications, skills, experience and employment history;
➢ information about your current level of remuneration, including benefit entitlements;
➢ whether or not you have a disability for which the organization needs to make reasonable
adjustments during the recruitment process; and
➢ information about your entitlement to work in the country in which the role is located.
We may collect this information in a variety of ways. For example, from application forms, CVs or
resumes that you provide to us, from your passport or other identity documents, or collected through
interviews or other forms of assessment. We may also collect personal data about you from third
parties, such as references supplied by former employers. We will only seek information from third
parties once a job offer has been made to you, and will inform you that we are doing so.
We will store your data in a range of different places, including on your application record, in our HR &
recruitment management systems, and other IT systems (including email).

How we will use information about you?
We will use the personal information we collect about you to decide whether to enter into a contract
with you for the role that you have applied for, or other similar roles that we believe may be of interest
to you. More specifically, we will use your information to:
➢
➢
➢
➢
➢
➢

Assess your skills, qualifications, and suitability for the role
Carry out background and reference checks, where applicable
Communicate with you about the recruitment process
Keep records related to our hiring processes
Comply with our legal or regulatory requirements.
To match your details with all of our job vacancies, to decide if we have other positions that
might be suitable for you and of interest to you
➢ Where you provide your prior consent as a candidate, to send your personal information to
clients in order that the client may consider you for a role that they have placed with us as
recruiter on their behalf.
➢ To send you emails that alert you to new jobs that might be of interest you
Having received your CV/resume and covering letter or application form, we will then process that
information to decide whether you meet the basic requirements to be shortlisted for the role. If you do,
we will decide whether your application is strong enough to invite you for an interview. If we decide to
call you for an interview, we will use the information you provide to us at the interview to decide
whether to offer you the role. If we decide to offer you the role, we will then take up references and
may carry out a criminal record check (if it is necessary for us to do so because of the nature of the role)
before confirming your appointment.
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If you fail to provide personal information
If you fail to provide information when requested, which is necessary for us to consider your application
(such as evidence of qualifications or work history), we will not be able to process your application
successfully. For example, if we require a credit check or references for this role and you fail to provide
us with relevant details, we will not be able to take your application further.

How we use particularly sensitive personal information
We will use your particularly sensitive personal information in the following ways:
We will use information about your disability status to consider whether we need to provide
appropriate adjustments during the recruitment process, for example whether adjustments need to be
made during a test or interview.
We will use information about your race or national or ethnic origin, religious, philosophical or moral
beliefs, or your sexual life or sexual orientation, to ensure meaningful equal opportunity monitoring and
reporting.

Information about criminal convictions
We will collect information about your criminal convictions history only if we would like to offer you the
role (conditional on checks and any other conditions, such as references, being satisfactory) and:
We are legally required by a regulatory body to carry out criminal record checks for those carrying out
the role; or
The role requires a high degree of trust and integrity and so we would like to ask you to seek a basic
disclosure of your criminal records history.

Automated decision-making
You will not be subject to decisions that will have a significant impact on you based solely on automated
decision-making.
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Data sharing
Supply Chain Wizard, LLC is a global company. The nature of our business, operations and services
require us to transfer your information (from time to time) to our associated offices. We may transfer
the information we collect about you to countries other than your home country or other than the
country in which the information is originally collected or where you are registered as a candidate. Your
personal information will be accessible by our other offices internationally including (but not limited to),
North America, Latin America, Europe, Middle East and Asia.
We will take appropriate steps to ensure that your information is protected and handled in accordance
with the legal requirements and as described in this Privacy Notice.
We may also share your information with selected third parties including:
Business partners, clients, suppliers and sub-contractors for the performance of any contract we enter
into with them or you;
We may disclose your personal information to third parties:
• In the event that we sell or buy any business or assets, in which case we may disclose your personal
data to the prospective seller or buyer of such business or assets.
• If we are under a duty to disclose or share your personal data in order to comply with any legal
obligation, or in order to enforce any contract between us and other agreements; or to protect the
rights, property, or safety of Supply Chain Wizard, LLC, our customers, or others. This includes
exchanging information with other companies and organizations for the purposes of fraud protection
and credit risk reduction.

Data security
We have put in place appropriate security measures to prevent your personal information from being
accidentally lost, used or accessed in an unauthorized way, altered or disclosed. In addition, we limit
access to your personal information to those employees, agents, contractors and other third parties
who have a business need-to-know. They will only process your personal information on our instructions
and they are subject to a duty of confidentiality.

We have put in place procedures to deal with any suspected data security breach and will notify you and
any applicable regulator of a suspected breach within 72 hours where we are legally required to do so.
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Data transfer
The personal data that we collect from you may be transferred to, and stored (whether in hard copy or
electronically) at a destination outside the European Economic Area (“EEA”). It may also be processed by
our employees operating outside the EEA who work for us or for one of our suppliers. Such employees
maybe engaged in, among other things, the processing of your application, the creation of your
candidate profile and the provision of support services. By submitting your personal data, you agree to
this transfer, storing or processing.

Data retention
We will retain your personal information for a period of 24 months after we have communicated to you
our decision about whether to appoint you. We retain your personal information for that period so that
we can:
➢ Show, in the event of a legal claim, that we have not discriminated against candidates on
prohibited grounds and that we have conducted the recruitment exercise in a fair and
transparent way. After this period, we will securely destroy your personal information in
accordance with applicable laws and regulations.
➢ Let you know about any further opportunities that may arise in the future that we think may be
of interest to you based on your personal information and that we may wish to consider you for.

Your rights in connection with personal information
Under certain circumstances, by law you have the right to:

➢ Request access to your personal information (commonly known as a “data subject access
request”). This enables you to receive a copy of the personal information we hold about you and
to check that we are processing it lawfully.
➢ Request correction of the personal information that we hold about you. This enables you to
have any incomplete or inaccurate information we hold about you corrected.
➢ Request erasure of your personal information. This enables you to ask us to delete or remove
personal information where there is no good reason for us continuing to process it. You also
have the right to ask us to delete or remove your personal information where you have
exercised your right to object to processing (see below).
➢ Object to processing of your personal information where we are relying on a legitimate interest
(or those of a third party) and there is something about your particular situation that makes you
want to object to processing on this ground.
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➢ Request the restriction of processing of your personal information. This enables you to ask us to
suspend the processing of personal information about you, for example if you want us to
establish its accuracy or the reason for processing it.
➢ Request the transfer of your personal information to another party.
If you want to review, verify, correct or request erasure of your personal information, object to the
processing of your personal data, or request that we transfer a copy of your personal information to
another party, please contact Judith Barclay, Human Resources Manager at
judy.barclay@spplychainwizard.com.

Purpose of Processing Activities, Right to object to processing or withdraw consent
We have reviewed the purposes of our processing activities and selected the most appropriate lawful
basis (or bases) for each activity we may undertake for you as follows:
➢ Processing an application for a job – legitimate interest
➢ Searching to identify other roles in our Group or for our clients that may be of interest to you
– consent
➢ Placing you in a role – legal
You have the right to object to our processing of your data on the grounds of our legitimate interest. If
you do so, we will not be able to continue to process your application. You may also withdraw your
consent for us to process your data in order to identify other roles in our organization that may be of
interest to you. If you do so, we will not be able to look for other roles for you. To object to us
processing your data or to withdraw your consent, please contact Judith Barclay, Human Resources
Manager at judy.barclay@supplychainwizard.com.
You have the right to make a complaint at any time to the supervisory authority for data protection
issues in the country in which you reside, but we would welcome the opportunity of resolving any
complaint you may have with you directly.

